External Guests and Private Channels with MS Teams

Microsoft Teams now allows you to call, chat, and collaborate with users outside your organization! Although we recommend you only collaborate with external users when you have a business need, guest access lets you add outside users to your teams (as guests) using their email address. You can collaborate with guests as you would with any other users in your organization!
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Guest Access in Microsoft Teams
Guest access will allow you invite an external partner to be a member of the team. Once a team owner has granted someone guest access, they can access that team’s resources, share files, and join a group chat with other team members. Please be mindful of the files that you store in any Team with guest access to ensure they do not contain sensitive information or personally identifiable information (PII). 
For additional information on guest sharing, please review this guide!
Adding a Guest to Your Team
To add a guest:
1. In the Teams app, select Teams on the left sidebar and go to the team which you want to add a guest.
2. Select More options (…) then Add member.
3. Enter the guest’s email address, and click the pencil icon to edit guest information and change their username. After you click Add, your guest will receive a welcome email invitation.
How to Set Guest Permissions for an Individual Team
1. Select Teams on the left side of the app.
2. Go to the team name and select More options (…), then Manage team.
3. Under Settings, click on Guest permissions, then check or un-check the permissions you want to allow.  Currently, you can choose to give guests permission to create, update, or delete channels. (File permissions for guests are configured in the SharePoint setting by a global admin) ​​​​​​​
4. Under Settings, Select Guest permissions 
5. Now you can choose how guests interact with channels. We do not recommend allowing guests to delete channels.
Guest Experience 
When you add a guest to your Team, they will receive a message informing them they have been added to a Microsoft team (see sample message below).  Your Guest will need to follow the steps listed below to gain access to the Team. In some cases they may have to wait 24 hours to be able to chat and collaborate on documents. 
1. When your guest receives a message that they have been added to your Team, and they want to join they will need to select the Open Microsoft Teams button in the message. 
2. When your guest selects Open Microsoft Team, they will get a Microsoft pop-up indicating that they need a code to join the Team. They will need to select Send Code. It will be sent to the listed email address.
3. They will then receive a message from account-security-noreply@accountprotection.microsft.com with the Activation verification code to join the team, similar to the image below. The guest should copy this code and paste it into the Microsoft pop-up window to sign in.
4. Your guest will be presented with the DOI privacy statement and policies, and will need to read and accept them before they can be granted access.
5. Next, your guest will see a Microsoft Teams page where they can choose based on their preference to Download the Windows app or use the web app instead. ​​​​​​​
6. Once they open Teams in the app or the browser, your guest will need to read and accept the DOI Terms of Use by clicking the arrow and selecting Accept.
Note: If your guest gets the following error, they should wait 24 hours and then try and access the Team again. 
Securing Teams With Guest Access
External file sharing is a great option to collaborate on content with people outside your organization. But you need to carefully manage what’s been shared to ensure that content stays secure. When external sharing is enabled, it is the responsibility of the Team Owners to ensure sensitive data is not shared with external guests. We recommend Team Owners create Private Channels if they need to share sensitive data with their internal DOI team members. Private Channels create a space to
· Have Team discussions with Internal DOI employees only
· Share sensitive files with Internal DOI employees only​​​​​​​​​​
Create a Private Channel
You can create a private Chanel similar to the way you create a regular channel with a couple of exceptions, follow the instructions below to create a Private Team Channel for your Team.
1. Open Microsoft Teams and select Teams in the left navigation.
2. Select the team you want to create the Private channel for then select the ellipsis (...) next to the Team.
3. Select Add Channel.
4. In the Create a channel window, complete the following steps:
· Channel Name - Enter the Channel Name, we recommend having the word Private in the name
· Description - Provide a brief description
· Privacy – Use the dropdown arrow and select “Private – Accessible only to a specific group of people within the team”
· Select the Next button.​​​​​​​
 5. You will get a brief pop-up indicating that the private channel is being created, then an option to add members to a private channel. Enter the user's name and then select Add.  When you are finished adding members, click close. Note: you can only add members to the private channel that are members of the primary team channel

Manage Settings for Channel Creation
As a team owner, you can turn on or turn off the ability for members to create channels.
1. Select the ellipsis (...) next to your Team Channel name and selecting Manage Team. 
2. On the Manage Team page, select the Settings tab and then adjust you Team's permissions. 

We do not recommend giving guests access to delete channels.
Private channels are easily identified by the lock icon next to the channel name
For more information about private channels, check out this overview from Microsoft!
If you're looking for another solution to share files with external agencies and customers, check out this guide.



